Int. J. Advanced Networking and Applications
Volume: 04 Issue: 04 Pages:1695-1699 (2013) ISSN : 0975-0290

1695

Examination of Impact of Flooding attack on
MANET and to accentuate on Performance
Degradation

Bhuvaneshwari. K
Scholar, Department of Information Science Engineering, Oxford College of Engineering, Bangalore, India
Email:bhuvana.karthikeyan@gmail.com
Dr.A.Francis Saviour Devaraj
Professor, Department of Information Science Engineering, Oxford College of Engineering, Bangalore, India
Email:saviodev@gmail.com

ABSTRACT
Mobile Adhoc Networks (MANET) are new paradigm of wireless networks providing unrestricted mobility to nodes
with no fixed or centralized infrastructure. Each node participating in the network acts as router to route the data
from source to destination. This characteristic makes MANET more vulnerable to routing attacks. Flooding attack is
one such attack which consumes more resource like bandwidth, battery power, etc. Reactive routing protocols like
Adhoc On Demand Distance Vector (AODV) and Dynamic Source Routing (DSR) used in MANET has route
discovery scheme and this makes it more easy for malicious node to launch flooding attack by flooding the route
request packets(RREQ) in the network. In this paper, the behavior of flooding attack and the performance impact of
flooding attack on AODV protocol is studied. The NS2 network simulator is used to evaluate the impact of flooding

attack on AODV.
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1. INTRODUCTION

A Mobile Adhoc Network (MANET) is a collection of

wireless devices that moves in a random direction and there
by communicating with one another without any fixed or
centralized infrastructure[1]. The dynamic network topology,
distributed  operation, infrastructure  less  network
characteristics of MANET[2] makes it appealing for various
security attacks like black hole attack, flooding attack,
wormhole attack, routing attack, etc. conventional security
schemes used in wired networks cannot be directly applied
here. Among the security attacks, MANET is particularly
susceptible to flooding attack due to the facts that resources
are limited and broadcast mechanism is resource consuming.
The availability of the resource is also questioned because of
this attack. Further the security requirements like
authentication, availability and confidentiality has not met
because of the inherent limitation of the routing protocols

(31

RREQ flooding attack [4] is a network layer attack launched
by the malicious node by sending massive amount of control
packets to the network and thereby deplete the network
bandwidth, in turn prevent the network from providing
services to legitimate users. The flooding attack can target
the destination victim or the network as a whole. Here the
malicious node behaves like normal node in all aspect
except that they initiate frequent RREQ control packet
floods. It is very hard to detect these types of attack when

the genuine participating nodes turn to be malicious node
and exhibit the flooding attack.

This paper aims at studying the flooding attack behavior and
its performance impact on AODV routing protocol using
NS2 network simulator. Rest of the paper is organized as
follows: Section Il explains how flooding attack is launched
in AODV routing protocol and the attack scenarios. Section
111 presents the related work done to detect and prevent the
flooding attack in MANET. Section IV describes the attack
model used for study, simulation study of flooding attack in
AODV and its result analysis. Section V explains the
conclusion and future work.

2. FLOODING ATTACK IN AODV ROUTING
PROTOCOL

AODV is a reactive routing protocol and it establishes route
on demand. It has two phases route discovery and route
maintenance [5].Route request (RREQ), Route reply
(RREP) and Route Error (RERR) are message type defined
by AODV. In route discovery process it sends out RREQ
message to all its one hop neighbors by broadcast
mechanism. Once the route to destination is found then the
RREP message is unicast to the source node. Here the
intermediate node acts as router to forward the packets from
source to destination and vice versa. Whenever an error
occurs like link breakage then an RERR message is send.
Hello message is sent periodically to know about neighbor
node and link connectivity.

AODV routing protocol is vulnerable to RREQ flooding
attack because of the route discovery scheme and its
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broadcast mechanism. In AODV there is limit of how much
RREQ can be originated by a node. The default value of
RREQ_RATELIMIT [6] is 10 as proposed by RFC
3561.Malicious node would exploit this weakness and
initiate much more RREQ packets than the normal node in
order to consume the network or victims resource. The
RREQ packets are given more priority than the data packets;
the nodes spend more time in processing the RREQ packets
and there by delay the service for the legitimate users.

The flooding attack can be launched by both external
attacker and inside attacker [7]. In case of external attacker
we can use any of the authentication mechanisms and
restrict the external attacker from entering the network and
prevent the attack. In case of inside attack it is difficult to
detect and the attack intensity is also more. The inside
attacker behaves like normal node and send out the genuine
route request but the only difference is that it send more
amount of route request.

Further the flooding attack scenarios [8] can be classified as
four types based on their origination. In first case the
attacker send the control packets to the destination that do
not exist in the network. Here the network will get
congested with control packets hence cannot provide
services for genuine users. The network resources like
bandwidth also get wasted. In second case the attacker send
the control packets from same source to different destination
in the network targeting the individual nodes resource. Here
each target nodes resource such battery power and memory
is wasted. In third case the attacker uses randomized source
and destination address there by making it more difficult to
identify the attacker. In fourth case the attacker uses
different source targeting single destination. It is kind of
distributed attack where the attack intensity is diluted by
different sources making it difficult to trace the attacker.

3. RELATED WORK

In cryptographic approaches like s-AODV [9], Aridane [10]
and SEAD [11], the routing packets are encrypted using
symmetric or asymmetric algorithm and hence external or
inside attacker cannot modify the packets. However the
problem with cryptographic approaches is the increased
consumption of processing power and flooding attack can
also be launched without forging the packets.

The flooding attack prevention method [12] proposed
threshold based prevention technique. If any node RREQ
exceeds by predefined threshold value the node refuses to
entertain the RREQ from the source node and it is treated as
attacker. Packets coming from the attacker are discarded by
the receiver node. The malicious node is also suppressed
from sending request to other nodes by path cut of
process.Here the threshold is static whereas the nodes are
highly mobile and the threshold cannot hold good for long
time.

Trust [13] and reputation [14] based schemes are used for
identifying the attacker inside the network. Here the genuine
nodes which turn to be malicious nodes are considered as
inside attacker. The trust and reputation value is set as high
and low based on how they co-operatively participate in the
network. Here the false positive rate is high.

In case of the priority based scheme [15] the priority of the
RREQ is reduced. When the malicious node broadcast
excessive RREQs ie more the defined limit as per RFC, the
priority of those packets will be reduced. The timestamp of
the RREQs received are recorded to schedule the priority.
Here the genuine RREQ priority can also be at stake.

In route request flooding defence mechanism [16] three
components are considered: RREQ binary exponential back
off, route discovery cycle binary exponential back off and
fast recovery. Here each node should ensure that its
neighbour node follows the binary exponential back off. If
RREQ are send faster than what is allowed then excessive
RREQ is dropped. This process can leave the genuine node
to be penalised by dropping the genuine RREQ packets.

In Enhanced packet processing technique [17], the
legitimate packet processing at each node is considered.
Here the packet processing time for RREQ and data packets
at each node is estimated. The buffer size with respect to
nodes local density is also considered.

The capability based defence mechanism [18] exchanges the
capability messages among the nodes and each node has to
maintain a global view of the overall resource usage in the
network. Here the destination decides the capability to
assign and the intermediate nodes to adhere to the
assignment policy However the capability based system are

deny by default policy based.

The flow based [19] detection mechanism use the
cumulative sum algorithm for effectively detecting the
attack based on the characteristics of the malicious node
flooding the route request with respect to timestamp The
percentage of new flows and ratio of identical flows are
used for evaluvation.The traffic pattern analysis states any
change in statistical process can bring change in the
probability distribution.

4. SIMULATION STtuDY

4.1 Scope of study

In this work, flooding attack is simulated in ns2 [20] by
using the timer based approach in AODV routing protocol.
As per RFC the rate limit for RREQ is defined as 10 per
sec.This is overwritten by using the Flood generator
function. This function will keep on generating the RREQ
irrespective of the rate limit .Hence over a period of time the
network has more number of RREQ targeting the
destination D. The source generating the RREQ flooding is
the node H as shown in Fig.1.
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Fig.1 Flooding attack model with attacker node H
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Here the source is S and the destination D which is observed
under normal traffic flow. The attacker node H sends the
RREQ targeting destination D and also broadcast RREQ to
node 3 and 4 to reach D. The AODV.cc file is modified for
timer () and broadcast () function. The RATE_LIMIT
parameter is added and overwritten. The new agent is
created for the modified AODV and attached to the attacker
node H.

4.2 Simulation Parameters

The parameters shown below are configured in ns2 network
simulator. In our work we used AODV routing protocol and
50 nodes with random way point mobility model [21]. The
Mac 802.11 protocol is used. The scenario of two sources
targeting the same destination is selected for the following
simulation study.

Table.1 Parameters used for simulation
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Fig.2 Bandwidth consumption is more for flooding attack
than normal AODV

Table.2 Bandwidth consumption in Mbps

4.3 Result Analysis

Performance of AODV routing protocol with and without
flooding attack is analyzed in terms of bandwidth
consumption, packet delivery ratio and End to end delay.

4.3.1 Bandwidth consumption

It is measured as the average number of packets received by
the intermediate node from source to destination over a
period of time and expressed in Mbps. Fig.2 shows the
bandwidth consumption without attack and with flooding
attack in AODV.The bandwidth consumption is more in
case of flooding attack as it send out more RREQ packets
into the network throughout the simulation time. The
percentage difference of how much bandwidth is consumed
if flooding attack is launched is shown in the TABLE.2.Here
consumption increases as the network is flooded with more
RREQ.These RREQ packets occupy the bandwidth of the
channel which would otherwise be available for the genuine
RREQ or the data packets send by the genuine node.

Simulation Normal Flooding Percentage
PARAMETER VALUE time in sec AODV in AODV in increase in
Area 1000 * 1000 m Mbps Mbps Bandwidth
consumption
Simulation Time 20s 5 0.27466132 | 0.42495641 15%
10 0.75799677 | 0.94532151 19%
Number of nodes 50 15 0.78889349 | 1.124932287 | 33%
Traffic Model CBR 20 0.82022096 | 1.169170742 | 35%
Mobility model Random Way Point 4.3.2 End to end delay
Number of attacker 2 It is the total time taken for the packet to reach from source
to destination and it is measured in seconds.Fig.3 shows the
Data rate 2Mbps delay with and without flooding attack in AODV. The delay
Packet size 512 bytes is more in case of flooding attack as the RREQ pack_ets
capture the intermediate nodes, the time taken by genuine

packets to reach the destination is more. The intermediate
nodes are busy processing the fake RREQ and hence delay
is more. The difference in delay compared to normal
working of AODV is shown in TABLE.3.Here the delay
percentage increases as the intermediate nodes give priority
to RREQ than the data packets and they are busy processing
them.
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Fig.3 End to end delay more for flooding attack than normal
AODV
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Table.3 End to end delay in sec

Simulation | Normal Flooding Delay

timeinsec | AODV in AODV in percentage
sec sec

5 0.032438 0.095283 63%

10 0.070926 0.932756 86%

15 0.127620 1.349955 92%

20 0.631664 1.574211 94%

4.3.3 Packet delivery ratio (PDR)

The packet delivery ratio is the ratio of number of packets
received at destination node to that of number of packets
sent by the source node. It is expressed in percentage.Fig.4
shows the delivery ratio with flooding attack and without
attack. Here the PDR for flooding attack is less compared to
normal AODV. In case of flooding attack the number of
packets reaching the destination is delay or dropped due to
excess RREQ packets in the network targeting the
destination. The destination node is busy replying the fake
RREQ and hence packets reaching destination is delayed or
lost. TABLE.4 shows the delay percentage comparative
study and it drops through the simulation time.
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Fig.4 PDR is less for flooding attack than normal AODV
Table.4 Packet delivery ratio

Simulation time Normal AODV Flooding AODV
in sec delivery percent | delivery percent
5 99.5 % 95.3 %

10 99.2 % 873 %

15 91.5 % 80.8%

20 91.1% 80%

V.CONCLUSION AND FUTURE WORK

In this paper, the study of flooding attack in AODV routing
protocol and its performance impact in terms of bandwidth
consumption, end to end delay, and packet delivery ratio has
been discussed. The same has been simulated using ns2 and
the results are analyzed in detail.

In future a profile based distributive scheme to detect
flooding attack on MANET would be proposed and the
simulation results for the same would be captured and
analyzed to show the effectiveness of the proposed detection
mechanism
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